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POCINCBLKi Xakepu aTaKyloTb OB CBITY
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3 B JleHobnacTi PO wykaloTb pe3epsicTiB
"ANS 3aXUCTY Bif YKPAIHCbKUX OPOHiB"

CHOXETW >»
BToprHeHHs Pocii B YKpaiHy.
¢ OHnanH
BiliHa Ha Bnn3bkomy Cxopi.
C OHnanH
BapTicTb BiiHW. CKiNlbKM KOLUTYE
C 6opoTbba 3 IpaHoM
doTo: rp.pl (intocTpaTBHE GoTO)
[pyny xakepi., BiAnoBiganbHy 3a KibepaTaKy, NOB'A3Y0Tb i3 POCIICbKOIO BiiCbKOBOIO PO3BiAKO
) . ) ) ) ) P Mincymkmn _15.04: Peakuis Ha
Bpa3nusi npuctpoi TP-Link i MikroTik BUKOPUCTOBYIOTb Tepop PO i 3006yTku 3CY
015 nepexornyieHHs iHTepHeT-Tpadiky Ta JoCcTyny A0
O6J'IiKOBI/|X 33|'||/|CiB HOoHbac no BepecHs. BincbkoBi
' ¢ nnaxm Pocii
BpuTaHcbkuii ueHTp Kibepbesnekmn National Cyber Security Centre nonepeaus
npo MacwTabHy kKibepaTaKy, Ky MPOBOAUTb POCINCbKE yrpynoBaHHA APT28,
nosigomase Tom’s Hardware. 3N10BMUCHUKN BUKOPUCTOBYIOTb ypa3uBi
JoMallHi Ta odicHi poyTepu, Wwob BuKpagaTy 06NiKoBi AaHi KOPUCTYBaYiIB,
30KpeMa [#ocTyn o cepsiciB Microsoft Outlook. BVIEIP a E.
BEJAKTORA

3a fgaHnMu haxiBuiB, aTakn TPMBatOThb WoHanMeHwe 3 2024 poky. Xakepu
3MiHI00Tb HanawTyBaHHsA DNS i DHCP Ha npucTposx, 3MyLLYO4UX BECb
iHTepHeT-TpadiK KOPUCTYBaAYiB NPOXOANTM HYepe3 NiAKOHTPOSLHI iM cepBepu. Y
pe3ynbTaTi 3I0BMUCHUKM MOXYTb NepexonstoBaTn NapoJsii Ta TOKEHN
aBToOpum3aLii.

OCHOBHOIO LiNJIK0 € CTOPIHKK BXOAy A0 nowToBux i BebcepsiciB. Mpn uboMy
YacTMHa 3anuTiB NepeHanpaBfAETbCA Ha CApaBXXHi cepeepu, Wwob KopncTysayi
He noMmivanu NiaMiHy i He BTpadyanun JoCTyn 00 iHTepHeTy.

Cepep ypa3nmBux NpUCTPOIB Ha3nBaTb poyTepu TP-Link Ta MikroTik, 3o0kpema
nonynsapHi mogeni Ha KwTanT WR841N. Y gesakux BMnagkax aTakm Takox
ikCcyBanncs Ha NPUCTPOAX, PO3TaLLOBAHUX B YKpPaiHi.

EkcnepTu 3a3HayvaloThb, WO KaMMaHif Ma€ MaCoOBUI XapaKTep: Xakepu crepLuy
3apa)kaloTb BEJINKY KiNbKiCTb MPUCTPOIB, a NOTiM BiabupatloTb cepen HUX Lini,
AIKi CTaHOBNISAITb PO3BiAYyBaJIbHUN iHTepec.

EkcrepTu pagaTb KOpUCTyBayaM OHOBJ/IIOBATU MPOLUMBKY POyTEpiB, HE
BiAKPMBATW JOCTYN [0 iXHiX HaNawTyBaHb 330BHiI Ta 060B'A3KOBO BMUKATK
6araToakTopHY aBTeHTUdIKaLUiO 4158 BaXKAMBUX 06/1iKOBMX 3anuncis.
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F'pyny APT28, TakoxX BigoMy ik Fancy Bear, noB’a3yl0Tb i3 pOCiNCbKOt0
BiNCbKOBOI PO3BiAKOI. PaHiwe ii 3BMHYBavyBaan y HMU3Li ry4yHux KibepaTtak,
30KpeMa Ha ypsaoBi yCTaHOBK EBponu.

Haragaemo, paHiwe noBigoMAsn0Cs, WO POCINCbKi Xakepu aTakyBaan
KopucTyBadiB Signal.
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